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EMBRACE A LEADING MINDSET FOR BETTER PROTECTION
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Putting zero trust into action today with existing tools can mitigate
emerging mission risks and enable the 5G capabilities of tomorrow.
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BUILDING MISSION-DRIVEN
oG SECURITY WITH ZERO TRUST

Now more than ever, national security missions must
overcome risks around untrusted technology in a
hyperconnected world. To enable resilient operations
and shield sensitive data through these challenges, the
Department of Defense is urging its senior leaders,
engineers, operators, and contractors to embrace a
“zero trust” security model for sensitive data, systems,
and services, including ffth-generation (5G) mobile
technology. All networks should leverage this mindset.







GETTING STARTED



/c/solution/5g-technology.html
/expertise/cybersecurity/dark-labs.html

NETWORK EFFECTS

To spy on a key federal
ofce, a sophisticated
threat actor gains
access to a nearby 5G
small cell and
confgures the small cell
to enable 4G spoofng,
which allows the
attacker to downgrade
the attached devices to
a more vulnerable 4G
technology and exploit
legacy SS7/Diameter
vulnerabilities.
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INITIAL ACCESS

Using intelligence
gains from espionage,
the malicious actor
secretly modifes
legitimate 5G software
used by government
and industry, resulting
in a software supply
chain compromise.
This advances a
scheme to undermine
U.S. defense
capabilities.
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CREDENTIAL ACCESS

To further undermine
a misconfgured
standalone 5G
network, the threat
actor exploits a packet
fow control protocol
(PFCP) vulnerability to
redirect / intercept
communications—
with the added power
to delete session data
or deny service at will.
The enemy steals
credentials.
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PERSISTENCE
Aiming to exploit
vulnerabilities in order
to craft attack vectors
through the attack
surface to reach
assets, the attacker
compromises
credentials, gaining
access a virtual
machine (VM) on the
core cloud, part of a
customized virtual
network function
(VNF).
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PRIVILEGE ESCALATION

The adversary, an
expert at crafting
attack vectors on 5G
architecture, conducts
a hypervisor/
container breakout to
gain access to the
underlying virtual
resources, and
subsequently the
other underlying
infrastructure used by
a defense contractor.
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LATERAL MOVEMENT

The adversary pivots
to the underlying host
infrastructure used by
a defense contractor
to steal and
manipulate sensitive
data.
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COLLECTION

The adversary is
postured to scrape
sensitive data,pivot to
other infrastructure
components, or
disrupt/degrade the
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IMPACT
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About Booz Allen

For more than 100 years, military,
government, and business leaders have
turned to Booz Allen Hamilton to solve
their most complex problems. As a
consulting frm with experts in analytics,
digital, engineering, and cyber, we help
organizations transform. We are a key
partner on some of the most innovative
programs for governments worldwide and
trusted by its most sensitive agencies.
We work shoulder-to-shoulder with
clients, using a mission-frst approach to
choose the right strategy and technology
to help them realize their vision. With
global headquarters in McLean, Virginia,
our frm employs nearly 27,700 people
globally, and had revenue of $7.9 billion
for the 12 months ended March 31, 2021.
To learn more, visit BoozAllen.com/5G.
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